Multi-Proposer Construction
on top of Tendermint

@ Malachite

(rhymes with "dynamite")
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By Vauxkord - Own work, CC BY-S4 4.0

@ Malachite

@ Tendermint
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Buchman, Kwon, Milosevie. "The latest gossip on BFT consensus’
arXiv preprint arXivi1807.04938 (2018).

External - Internal
combustion Cylinder - combustion

Y

o

= 8
m I'1-.';-|'|

waw.explainthatstuff.com



Malachite: Or?gins

Malachite came about from the need to run Tendermint in
a strange new way, for Starknet decentralized sequencer
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* T L/pical Pro‘tocols needed
for a decentralized Po“up

* Inspire_d from Starknet here



Malacl«?te: Or‘igins
& < informal

Requirements for the decentralized sequencer protocol

® Boattle-tested
® S?mple well-understood specs exist N
fast to (aroo(uction tl«orougl«ly researched @;[endermlnt\

® Performance

©® Optimistic responsiveness



Rich, novel architectures

Mao(ara, Pathfinder Snapcl«ain Crosslink

@ Malachite

Objectives Strategy
#@litate growth and stability ® Exceptional expressivity and power

to enable richer architectures

o‘@e o«(a(al}co«tion differentiation

® Exce(otional (aer*f:ormomce
—_
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Tendermint
And the art of sim_pli{-:yinﬂ

- the most widely-used BFT consensus protocol _

= <
- represents the meeting of theory <> practice - S~ ~_
circa 2013 \@/
5 &

- some constraints brougl«t from Pmc‘t?ce: Tendermint .
* builds on a gossip network % y/

* rotate leaders all the time . _

- main nove_l‘tl/:

* tL\e SIM h‘F;ed term;nat;on MQCL\QV\;SM Buchman, Kwon,/Mﬂosevic. "The latest gos\sip on BFT consensus”
E 3 u“;{:;ed 9rQCQFMl & Jegraded PatL\S arXiv preprint arxivi1807.0493% (2018)

- The protocol was wrong the first cou(ale of times



Start consensus
on block height H

Tendermint refresher
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Vote Extensions
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Each vote extension is signed, arbitrary data



Single-proposal APT

Standard in BFT consensus

Val ob;\tor
(Elected Proposer)
Abstract view:
< J——

DECIDE -1 eroposal at a time

- 1 block = 1 decision = 1 PFOPOSQ[
BFT consensus Protocol

e.g. Tendermint, Bitcoin

- rotating lead
Ethereum's GASPER retating leader

- total order over decisions

Validator
(Non-Proposer)

Validator j e
Non-Proposer -
( it >'I'endermlnt

Validator
(Non-Proposer)

0 Comet



[ Validator ]

Validator

Validator

PROPOSE

PROPOSE

[

Validator ] /

Validator ]

Validator J

Multi-proposal APT
New APT support in Malachite (via Muppet)

Abstract view:

PROPOSE
DECIDE - many proposals at a time

- 1 block = 1 decision = many Proposals

Multv-Proposer

- (some) rotating leader

Teno(ermiv\t ]
- (same) total order over decisions

DECIDE
APL is symmetric

PROPOSE

@ Malachite



User

broadcast_tx

Apphcdhonlayer

decide(Set(Bundle))

propose(Bundle)

multicast PRECOMMIT w/
VOTE EXTENSION ' Malachite
Multicast layer returns Certificat Multu-(aroposer lal/er <4 (inel. Tendermint)
| DECIDE
fetch

returns Set(Bundle)



Multi-Proposer Design (1)

propose propose

(Applica‘t?on la(/e.r #1) 3
Bundle \QB\U ndle

CERT
CERT

ﬁulti—Proposer #1 ]

multicast

CERT  multicast / CERT

to be

continued ..

[ Mult?cas‘tj
multicast CERT

to be
continued ..

[ Mul‘t?-Proposer #2 )
Bundle /

CERT

(Appl?co«‘tion lal/er #2] propose




MultI-ProPoser De,sign (2)

finalize

(000)

[Application |ayer #1}

CERT ( CERT

[ Multi-Proposer #1 |

PRECOMMIT
(vote ext)

¥ Unmodified ) DECIDE
f Tendermint

PRECOMMIT
(vote ext)

’CERT” \{ —
00

Malachite

(P22

[ Multi-Proposer #2 |

[Apphca’cion lo.t/er #2]

finalize

Ordering of concise certificates (not raw Bundles) -> Higher throughput



Mult?-ProPoser Design (3)

INPUT OUTPUT

PRECOMMIT
(vote ext)

.. to be discussed ..

Malachite
PRECOMMIT
(vote ext)
INPUT
o0 @
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[l | 1 | | | _\ _1
— 1 ] | LN ¥
PRECOMMIT PROPOSAL PREVOTE PRECOMMIT

Finalization Latency: U4 one-way message delays



Multi-Proposer De_sign (4)
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Mult?-ProPoser Design (5)

finalize
[ Applicat}on lo‘yer]
fetches the full Bundle

YY)
(Multicast layer #1J identified by its Certificate

m fetch f L /
[ Multi-ProPoser #1 ]

N

v
PRECOMMIT
loch ( ¥ Unmodified DECIDE
Malachite L AT endermint
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Censorsl'\?(a Resistance

@ Volue of CR unclear

o :Des?gn space available

©

Option 1 - inclusion multiplier

® Each tx: User chooses an inclusion multipher (m)

® The multiplier determines how many validators will inelude
the tx in their next Bundle

@ If multiplier x > £+1, then guaranteed inclusion in next block

@ Lower e{:{:tciency (l«?gl« reo(uno(ancy)

Op

tion 2 - dependency graph via Bundles

User chooses a builder/val that guarantees inclusion, running
an auction at each l«eigl«t (say, Flashbots)

Top N tx at Flashbots get included in each Bundle, as follows

At multicast layer, Flashbots pays ~F other validators to
include the Bundle certificate at their next Precommit

@ Higher efficiency (but requires extra mechanism)

User

% ¥broadcast tx

multlpller (M)

inclusion in m Bundles

%% broadcast_tx

t ip & auction

¢\\

©)0) -
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Fees

(] Inclusion

@ Execution

Discussion

Validation

@ CheckTx

@ ReCheckTx

Free DA problem

) Re_o]uire. each wallet to have 5x the min fee in funds

() Don't care

Nome For Mul‘ti-Proposer
O Muppet

(O Polykite
O Mala(alex
O 77

nomes are ‘touglﬂ..



‘ Lausanne, Zurich, Toronto, Berlin .. @ M a Ia c h ite

@ core RAD & security for decentralized systems https://t.me/MalachiteEngine

() QUINT

https://quint-lang.org/

CYCLES
The Open Clearing Protocol

https://cycles.money/

We are (always) hiring!
https://informal.systems/



Lhcecycle of a user's transaction

CERT

transaction — Bundle propose ( Multicast layer ]
broadcast (APPllcatlon layer j multicast
roa
User 1
fetch (if needed)
Bundle

6
’£Mu|t|-(aroposer layer
decide(Set(Bundle))
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Overview of cool tlaings we're
experimenting with

Multi-proposer
Two-(al«ase Tendermint

vaniant
& throughput EVM integro«tion
@ symmetric APT
Y lo«tency
L ] S?mpler base protocol & reth integration
¢ 5F+1 fault-model < IIBPZP improv & MEV protec‘tion

@ engine APIL ergonomics



Brief genealogy

Buchman, Kwon, Milosevie. “The latest gossip on BFT consensus’
arXiv preprint arxivi1807.04938 (2018). Fork & coy\tiy\ua‘t;oy\ ‘ omet

Ot (i)
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[ . many lessons From )

Tendermint Core

@ Malachite




o Comet

* Most wio(el(/ used BFT consensus engine
* Origina“y called "Tendermint Core"
* Implew\ents Tendermint in Go

* 4 lot of "batteries included"

* discovery

* RPC server
* w\e_mpool
* indexer

* write-ahead log

Simpl‘-{:}eo{ ao(op‘t?on By users



o Comet Both implement Tendermint M a I a c h ite

0SS & long-‘term maintenance

~ 0(1000) nodes

Go Rust

Monolithie Modular

Many "batteries" included Lean & extensible

Build blockchains (i.e., Layer 1s) Build whatever: sequencers, provers, .. ?

Builo(?ng L\a(a(aens on ‘top of it Builo(ing l«appens with it

"Enougl«" performance ~ 1-2 years to iterate Progressively l«\igl«er perf ~ 3-6 months iterations




Ope_n areas of R&D

@ & ®

Multi-proposer Two-phase Tendermint EVM (Reth) integration
<> ° Problem: coordination with other L1s takes herculean effort
native oracle e outcome: reusable primitives for Process?ng Proo‘Fs from

other base layers

<> ° (arololem: dev. veloci'ty is low due to slow L1 upgrao(es

outomatic upgrao(es o outcowme: versioning & upgrao(e support for block protocol

<> ¢ problem: prove anti-censorship to external observer
Provable consensus

e outcowme: zk-Proo€ on block construction Properties



(Vanilla) Tendermint 'T'l«rougl»\(aut
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https://github.com/cometbft/cometbft/blob/main/docs/references/qa/CometBFT-QA-v1.mq

o Comet

leader's p2p for block
dissemination @ Propose pl«ase
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